[bookmark: _Hlk18593890]Name:  Technology Manager Alerts – Definition and Action

Configuration Item:  Network – Meetinghouse – Standard – v2
			Network – Welfare – Standard – v2

Symptoms
A new feature has been added to TM (Technology Manager) which displays alerts for the network.  Not all alerts have full definitions, but those that are most actionable are noted in this KB Article.  Most networks may have some alerts that will be displayed, but no action is required.  The alerts in this document will help the GSC and Field Operations know what to do about the alerts.

Cause / Resolution

Each alert has an explanation of the alert, potential causes, potential solutions and screen shots from both the TM dashboard as well as the Meraki dashboard.  The following alerts are covered in this article:
· Appliances Came Up / Went Down (Firewall Cycling)
· AP’s came up / Went Down (AP Cycling)
· Air Marshal – Rogue AP detected
· Client IP conflict detected
· DHCP Leases exhausted
· Gateway to repeater
· Rogue DHCP server detected

Appliances Came Up / Went Down (Firewall Cycling)
These messages are associated with the Meraki firewall going off-line or coming back on-line.  
· Possible Causes:  
Some service provider connections have problems, but it’s difficult to get them to accept the problem.  As such, it is important for us to give you the tools to show the provider that their network is failing and when.  This will often lead to them sending out a technician and replacing your ISP modem.  
AP’s came Up / Down (AP cycling)
This alert is similar to the Appliances Came Up / Went Down, except this is just for the wireless access point (AP) devices.  
· Possible Causes:  If the appliance is down, the AP’s will be offline also.  However, there are instances when an AP could go offline when an appliance did not go off-line.  An example would be if a surge protector were tripped and the PoE switch or the power injectors that were connected was turned off.  This means the AP’s would also have no power, thus creating the alert that the AP has gone down.  In this scenario, the appliance is still up but the AP’s are down.
· Possible Solutions:  To troubleshoot this, first physically examine the AP’s to see if they are getting power.  If the AP is functioning properly, the LED is either blue or green.  Any other color may signal a defective AP.  To identify the AP, use the TM dashboard to send a “blink” command to the AP (Devices > Access Points > Lightbulb icon on left of Meraki AP serial number – this will blink the LED)
After you locate the AP with no power (no LED light), look to see if the switch port or the Power Over Ethernet (PoE) adapter has power.  In our example above, we discovered a surge protector was blown and there was no power to 4 of the 6 AP’s in the building.
· Illustrations
· [image: ]TM dashboard Message:
Open the alert for “AP Cycling”
The message will tell you which AP is changing state via the serial number


Air Marshall – Rogue AP detected
This alert is also associated with a “Rogue SSID”.  The SSID is the name for the wireless network.  A rogue SSID is a network that appears that has not been whitelisted.  This will happen with any wireless network that is in range of one of the Meraki AP’s.
· Possible Causes:  
Scenario #1 – Rogue SSID (SSID seen on the LAN but not whitelisted):  The Meraki has detected other SSIDs that are connected to the LAN.  It is likely that a clerk or local STS has connected an unsupported wireless router / access point to the network.  In the Illustration below, Meraki Scenario #1 – SSID Rogue, we show a list of Rogue SSIDs, with 3 entries.  The first entry is an HP printer.  Generally, that is not an issue.  The next two entries are for a linksys device (same device but showing both the 2.4 and 5.0 GHz radios).  This is likely a linksys router that is connected to the network.  This is not a supported configuration.  If the site is having problems with bandwidth, users connecting, etc, we advise to disconnect this device to see what impact it is having on the network performance.  If after disconnecting the device nothing changes, you have eliminated this Rogue AP as the cause of the problem.
Meraki Scenario #2 – Spoof SSID:  When a device Spoofs an SSID, it is impersonating the SSID and / or the MAC address of the AP’s.  In our example below, Meraki illustration SSID Spoof, you see a list of 11 devices that are spoofing LDSAccess.  Notice that the MAC address is being cycled.  In this case, it is likely that a single device is doing this and it has a set of MAC addresses it cycles through to execute its impersonation.
· Possible Solutions:
We are working on ways to provide more details on the rogue SSID.

· Illustrations
· TM dashboard Message:
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[bookmark: _Hlk18571243]DHCP Leases Exhausted
· Possible Causes:  The biggest cause for this problem is too many devices trying to connect to the Facilities (FAC) virtual network (VLAN).  The Facilities VLAN has a small number of dynamic addresses available to users (either 7 or 15 addresses).  We often see that wireless access points are connected to the Facilities network with the limited addresses.  When the address pool has been exhausted, this error is generated and the user trying to connect cannot get connected to the wireless network.
· Example network for following scenarios
· [bookmark: _GoBack]FAC Zone (Facilities VLAN)	Gateway:  10.150.xx.xx
· Special Purpose VLAN		Gateway:  10.159.xx.x
· One easy way to determine if you AP is connected to the wrong port of the firewall is to go to TM and look at the IP address assigned to each access point.  Any AP with a 10.xx.xx.xx IP assigned to it should be moved to port 1 or 2 of the firewall, or a switch connected to one of those ports.
[image: ]
· Solutions
· Move wireless access points to the Public (or User) network.  In our example above, we discovered that the IP address is coming from the Facilities or Special Purpose VLAN address pool.  This means that the wireless access points (AP’s) have been connected to the wrong switch.  Ports 1 & 2 on the Meraki firewall are configured for the Public (user) VLAN.  
· Illustrations
· [bookmark: _Hlk18571321]TM dashboard Message:
in the message, you see the subnet where the problem exists:  10.134.154.32/27 
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Gateway to Repeater
A gateway AP is an access point that has a wired interface configured with an IP address, that is connected to the LAN and has a route to the Internet. The AP only converts to a repeater when one of the following is true:
· The AP cannot receive an ARP reply packet from the default gateway on the LAN which is usually a local firewall or router
· The AP is unable to obtain a valid IP address via DHCP
If the AP has no other APs to mesh with that provide a route to the Internet, the AP will remain offline. If it does find another AP with a route to the Internet, it will act as a repeater.
· Possible Causes:  
- Bad ethernet cable from AP to switch.  If the AP cannot connect to the Meraki firewall then it goes into repeater mode as described above.  A bad or intermittently bad cable can cause this.
- No DHCP address available.  If the AP is connected into the FAC VLAN which has a very small number of available dynamic IP addresses, it could go into repeater mode.  You would detect this along with the DHCP leases exhausted alert.
· Possible Solutions.  We recommend checking the ethernet cable.  It’s most likely that the cable or the connectors are bad.  Another possibility is the ethernet cables proximity to electrical sources.  If the problem is intermittent, it could be that the cable is located next to another electrical source that when it is turned on could create interference.  
In the event that it’s a lack of DHCP addressing, that means the AP is connected to the wrong VLAN.  Connect the AP to a port on the User (public) switch 
· Illustrations
· TM dashboard Message:
The TM alert message contains the serial number of the AP that is in repeater mode.
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Client IP conflict detected
· Possible Causes:  With client IP addressing, there are two methods for assigning the IP address, static and dynamic.  The dynamic method, also known as DHCP, will automatically assign an IP address to a client when it attaches to the network.  This is the typical configuration for most PCs.  We often see printers setup with a static IP addresses.  If those assigning the static IP addresses use the same address on two different devices, this will create a conflict.  Only one device can have that address on the network.  In the illustrations below, the TM message identifies the IP address that has a conflict and shows one of the conflicting MAC addresses
Another possible cause could be a rogue DHCP server, with both servers supplying IP addresses that could conflict.  Since we cover rogue DHCP servers as an alert, we won’t delve into this more in this section.
· Possible Solutions:  For static IP clients, the solution is to change one of the clients to a different IP address.  The GSC has other instructions on how to do this, so we won’t cover that in this KB Article (if we can reference a KBA for this it would be great)
· Illustrations
· TM dashboard Message:
in the message, you see the conflicting IP address and one of the device MAC addresses that are conflicting
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Rogue DHCP server detected 
DHCP is used to auto-configure the connection information for devices that do not have static IP assignments set. Unless specifically configured to work together, multiple DHCP servers can cause clients and network devices to receive IP addresses, subnet masks, gateway IP addresses, and other information that can conflict with how the network should be working. This usually presents itself as groups of clients sporadically losing connection to the Internet and other network resources. 
· Possible Causes:  This issue arises most often when users incorrectly attach a device to the network that provides this service, such as connecting a consumer router via a LAN port.
· Possible Solutions:  The most effective way to track down a rogue server is via its MAC address. Meraki devices provide mechanisms that will assist in discovering and tracking down the location of a MAC address of a rogue DHCP server.  In the TM alerts message, you will see the MAC address of the offending device.  Copy the MAC address from the TM alert, goto the Meraki dashboard Network-Wide > Clients.  In this screen you can filter by just the MAC or IP address.  In the Meraki dashboard illustration, we are entering the MAC address to filter on just that device.  In our example below, we can see the device and it’s showing up as a wireless connected device.  The other thing to note about this device is that the IPv4 address is also the same as the gateway address for that subnet – User Zone VLAN.  Since the MAC address is not the same as the Meraki firewall, it is clear this is the offending device.
In the Meraki dashboard, you could select the check box to the left of the Description field and select Blocked.  Another way is to have the local resource try to locate this device and have them remove the device from the network.
· Illustrations
· TM dashboard Message:
in the message, you see the MAC address of the offending device, along with its 
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